
Cybersecurity 
Threats for SMEs:
Understanding the Landscape 

and Building Resilience 
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Case Studies 

A 25-employee marketing agency was duped by a 

phishing email disguised as an invoice from a known 

supplier. The finance officer entered login credentials 

into a faked login page, allowing attackers to access 

the company’s financial systems. A fraudulent wire 

transfer of £45,000 was initiated. The lack of multi-

factor authentication and absence of simulated 

phishing training contributed to the incident. 

A software developer at a growing tech startup 

downloaded a full customer database to a personal 

device before resigning. The breach went unnoticed 

for weeks due to a lack of access monitoring and 

departure protocols. The stolen data was later linked 

to a competing firm. The startup suffered reputational 

damage and had to notify affected clients, resulting in 

lost contracts and revenue. 

A mid-sized manufacturing firm was hit by 

ransomware that encrypted production software and 

halted operations for four days. Attackers demanded 

$150,000 in cryptocurrency to unlock systems. The 

company’s last backup was over a month old, and 

disaster recovery plans were outdated. Despite 

payment, only partial data recovery was achieved, 

leading to supply chain delays and client 

dissatisfaction. 

Case Study 1: Phishing 
attack on a UK-based SME 

Case Study 3: Insider 
breach in a tech startup 

Case Study 2: Ransomware 
halts US manufacturing plant 
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